








What is it? 

- Surveillance, in the context of counterinsurgen

cy, is the covert observation of individuals,

organizations, and movements. Surveillance is

used to gather intelligence and information that

can be used to target and derail our liberatory

work.

- We know pro-Israel media, intelligence, and

lobby groups monitor social media profiles of

Palestine solidarity activists, attempt to covertly

record our gatherings and conferences, and in

some cases have the capacity to hack into

private communications.

What is it trying to do? 

- Surveillance is an intelligence and information

gathering tactic. It is used to generate black

lists, doxx activists, develop smear campaigns,

initiate legal battles, and intimidate activists.

Surveillance operations intend to gather intelli

gence that can be used to derail and delegiti

mize our social justice movements.

How does it affect us? 

- Paranoia - the knowledge that state and

institutional actors may be surveilling the work

of Palestine activists can lend to generalized

suspicion and paranoia around communica

tions, technology, and infiltration. It's important

to make risk assessments and take precau

tions to preserve your safety.

- Individuals and groups may feel compelled to

limit or adjust public statements and online

organizing to account for the surveillance

ecosystem and its consequences.

- Organizers from Palestine are often at greater

risk and can face more drastic consequences

of surveillance. Having a profile on activist

blacklisting websites like Canary Mission can

prevent Palestinians from traveling to their

homeland.

What can we do about it? 

- Organizers should understand the risks of 

digital organizing and communications. There 

are several resources about online security 

cultures and safety precautions. None of these 

tactics are foolproof. Ruckus Society Security 

Culture Guide is a good place to start.

- Consider your individual and group risk levels, 

identify boundaries around public-facing work, 

and make intentional decisions about the use 

of online communications and social media 

understanding that different people in a group 

may experience different levels of risk and 

consequence.

- Recognize when surveillance and the threat of 

surveillance is affecting your mental health or 

collective trust within the group. Reach out and 

ask for support. Consider when you need to 

take breaks from online or in-person organizing.

https://ruckus.org/training-manuals/security-tips-resources/
https://ruckus.org/training-manuals/security-tips-resources/






Organizing Resources 

Pod Map: Map out organizational allies and collaborators. Directions: In the middle circle, write the 

name of your organization. In bold circles, write the names of groups and individuals you feel 

confident you can call upon to support you in times of crisis (maybe this is another student group, a 

professor, etc.) This is your "pod." In the dotted circles write the names of individuals or groups with 

whom you are working to build stronger solidarities with the aim of moving them into your core 

"pod." The outer circles are for charting resources you can call upon (perhaps Palestine Legal or 

your campus newspaper, for example.) 

Midwest Academy Strategy Sheet: Mapping exercise to layout your campaign strategies, includ

ing targets, tactics, opponents, and allies. 

Ruckus Society Security Culture for Activists: A thorough guide for developing individual and 

organizational security practices. 

Palestine Legal - Legal and Tactical Guide: A guide for activists navigating legal and disciplinary 

concerns. 

Palestine Legal - Know Your Rights Handbook: A guide to your rights as an activist on or off 

campus. 

Contacts for Supporting Organizations 

Palestine Legal 

Phone: (312) 212-0448 

Legal Support: palestinelegal.org/intake 

General Info: info@palestinelegal.org 

Students for Justice in Palestine 

Phone: (914) 222-3723 

E-mail: nationalsjp@gmail.com

The Center for Constitutional Rights 

Phone: (212) 614-6464 

E-mail: info@ccrjustice.org

Jewish Voice for Peace 

Phone: (510) 465-1777 

E-mail: info@jvp.org

https://batjc.files.wordpress.com/2016/06/batjc-pod-mapping-2016-updated.pdf
http://www.tcsg.org/sfelp/toolkit/MidwestAcademy_01.pdf
https://ruckus.org/training-manuals/security-tips-resources/
https://static1.squarespace.com/static/548748b1e4b083fc03ebf70e/t/55648d1ee4b0a715f94b5bd2/1432653086403/3.+Legal-and-Tactical-Guide-Palestinian-Human-Rights-Advocacy-in-the-U.S.-.pdf
https://palestinelegal.org/know-your-rights
palestinelegal.org/intake



